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Y cTaTTi BU3HAYeHO Ta pPO3rsiHYyTO 0COb6aAMBOCTI
3acTocyBaHHS iHdopMaLii sk 36poi B cy4yacHOMY cy-
cninbcTei. CborogHi iHpopMauiliHi NpaBoBIAHOCUHM
CTPIMKO pO3BMBAKTbCH, WO 3YMOBJ/IEHO HAayKOBUM
NpoOrpecoMm, BUKOPWUCTAHHSAM iHHOBAUIMHMUX TEXHO-
Nnorii i nosBo HOBMX iHdOPMaUIiHUX pecypciB.
Yrumano IpuaNYHNX MNOHATH NOCTYNOBO BTpavarTb
CBOK aKTyanbHICTb, nonpu Te, WO Aeski HabyBa-
I0Tb HOBOrO 3MICTy Y 3B'I3KYy 3 pi3HUMU iCTOpUUY-
HUMKM nodiaMu i noTpebyloTb YiTKOro npaBoOBOro
peryntoBaHHsa. OgHMM i3 Takux € iHdopMauia, aKky
Hapa3i BMKOPUCTOBYIOTb HE NMLIEe SIK HOBi 3HaHHSA
4m ToBap, ane gk 36pot, 0cobanBO B ymOBax ri-
6puaHMX BiMH. ApXe ToAi 3AINCHIOETLCS MCUXON0-
rivHa o6pobka perioHy KOHMNIKTY, AKa BNAINBAE HE
TiNIbKW Ha BiiCbKOBOCNYXX60BLIB, afne N Ha UWUBINb-
He HaceneHHs. 3po3yMino, Wo NOoCTiHAyCTpianbHe
cycninbCcTBO Mae 6e3niu iHbopMauiiHUX MOXNBO-
CcTell, nNpoTe JAeTanbHOro AOC/iAXeHHs noTpebye
BMKOpPUCTaHHSA iHdDOopMaUiliHoi 36poi, 3Ba)katoum Ha
TenepilwH CUTyauito y CBIiTi, 30KpeMa B YKpaiHi.
IHdopMaLis 3 KOXHMM POKOM MEPETBOPHETLCS Ha
3acié noNiTMYHOro BMNAMBY, BTpavar4m CBOK OCHO-
BHY dyHKUit0. I came ue nopoaxye Hebesneky Ans
pPO3BUTKY AepXaB i ManbyTHiIX MOKOJiHb, OCKiNbKMK
6araTo cy4acCHUX BillH MOYMHAETLCS caMe 3 iHdop-
MauiHMX. 3 ornsAay Ha ue, MOXHa CTBepAXXyBaTw,
Wo aocnigxeHHsa iHdopMauii sk 36poi noTtpebye
BCebIYHOro BWMBYEHHSA | 3 OPUAMYHOrO NOrnasay.
MpoaHanizoBaHO HWU3KY YMHHUX HOPMaTMBHO-Mpa-
BOBUX aKTIiB, WO CTOCYKTbCS iH(OpMaUiMHUX npa-
BOBiIAHOCWH, 30KpeMa 3akoH YKpaiHu «[1po goctyn
[o nybnivyHoi iHpopMauii». BpaxoByoun HOBU3HY i
neBHy cneundiky iHpopMauinHoro npaea, A0Ci He-
Ma€ YHidikoBaHUX [OCNIAXEHb CYTHOCTI TepMiHa

«iH(opMaLiliHa 36posa» Ta CYMiXXKHUX NOHATb. 3a4ns
OXOPOHU M 3axXUCTy iHpOopMaLinHUX npaB NOANHA
Ta rpoMafsiHMHA, a TakoX MpaB Ha XuTTs, cBobo-
Ay i rigHicTb y AeMOKpaTUYHUX AeprkaBax NoTpibHO
CUCTEMATMYHO aHasisyBaTU NOHATTHA riGbpuaHoi Bil-
HW SIK MPaBOBOro sBMLiA Ta MOCTYMOBO 3amMOBHIO-
BaTW NporasnHu B iHpopMauiiHOMY 3aKOHOAABCTBI.
3aBAsSsKM BUKOPUCTaHHIO 6aratbox MiApPYYHUKIB i
[OCATHEHb Cy4YacHOi HPUANYHOI AYMKK (HAyKOBMX
npaub) BUSAB/IEHO NMPO6NEMHI NUTaHHSA Uiel TemaTu-
KW Ta AOKAAAHO MpoaHanizoBaHO MOHATTSA «iHdOp-
MauiliHa 36pos».

KniouoBi cnoBa: iHpopmauis, ribpuaHa BinHa,
iHdbopMauiliHa 36pos, kKibepbesneka, iHpopMauinHe
CyCnifibCTBO, BOEHHUIN CTaH, iHdDoOpMaliliHa BiliHa.

Blikhar M., Melnyk Yu. Information as a
weapon: features of application in modern
realities.

The article defines and considers the features of
using information as a weapon in modern society.
As of today, information legal relations are rapidly
developing, which is due to scientific progress, the
use of innovative technologies and the emergence
of new information resources. Many legal concepts
are gradually losing their relevance, despite the
fact that some acquire new meaning in connection
with various historical events and require clear
legal regulation. One of these is information,
which is currently used not only as new knowledge
or a commodity, but as a weapon, especially in
the context of hybrid wars. After all, then the
psychological processing of the conflict region is
carried out, which affects notonly military personnel,
but also the civilian population. It is clear that
the post-industrial society has many information
opportunities, but the use of information weapons
requires a detailed study, taking into account
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the current situation in the world, in particular in
Ukraine. Every year, information turns into a means
of political influence, losing its main function. And it
is this that creates a danger for the development of
states and future generations, since many modern
wars begin precisely with information wars. In view
of this, it can be argued that the topic of research
«information as a weapon» needs a comprehensive
study from a legal point of view. An analysis of a
number of current legal acts related to informational
legal relations was carried out, in particular the Law
of Ukraine «On access to public information». Given
the novelty and certain specifics of information law,
there are still no unified studies on the essence of
«information weapons» and related concepts. In
order to protect and protect the information rights
of a person and citizen, as well as the rights to
life, freedom and dignity in democratic states, it is
necessary to systematically analyze the concept of
«hybrid war» as a legal phenomenon and gradually
fill the gaps in information legislation. Thanks to the
use of many textbooks and achievements of modern
legal thought (scientific works), problematic issues
of this topic were revealed.

Key words: information; hybrid warfare;
information weapon; cyber security; information
society; martial law; information war.

Introduction. In today’s conditions, information
plays an important role - thanks to it, we learn
about the state or changes in the environment.
Previously, there was not such a large number of
information resources as now, and there was no free
access to them. People themselves were carriers
of information: they accumulated knowledge,
analyzed data and disseminated it to the masses.
Considering the events in Ukraine, we mean first of
all the full-scale invasion of the Russian Federation
on the territory of our state, information began
to play a new role in everyday life - it became a
weapon and a means of psychological influence on
the consciousness of certain categories of people.
The fact that informational legal relations require
clear legislative regulation is indisputable. After all,
information, as a social phenomenon, is a product
of human activity, which is not always necessary
and useful, but on the contrary, it can threaten
the safety of a specific person, group of persons, a
country, or the entire world community.

The state of development of this problem.
The work of foreign scientists (P. Berger,
Z. Brzezhynskyi, N. Wiener, U. Lipman,
M. McLuhan, E. Noel-Neumann, M. Poster, T. Reed,
E. Toffler), and Ukrainian (O. Derkach, Ya. Zharkov,
A. Nashinets-Naumova, 0. Lytvynenko,
A. Tokarska, M. Kondratyuk, Yu. Shaigorodskyi
and many others). In view of this, the purpose
of this article is a detailed analysis of information
weapons, their impact on the mental health of the
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population, as well as a scientifically based study of
hybrid warfare in Ukraine.

Presenting main material. In the 21st
century, access to information is an important
factor for the growth of the state’s intellectual
potential. The global information space, which
has a dynamic nature, is based on compliance
with the requirements for the preservation and
protection of state information, as well as the
protection of important personal data. That is why
the main provisions regarding the distribution of
certain information are fixed in national legislation
and in some international legal acts. In general,
information is a versatile phenomenon, because it
acts as both a weapon and a commodity along with
its main function - to carry knowledge [1, p. 5].
In modern realities, the exchange of information
occupies an important place in our everyday life:
thanks to the Internet, we learn something new,
share it with other people or directly express
our own opinions on various websites, which can
be both positive and negative. That is, precisely
with the beginning of the establishment of the
post-industrial society, information legal relations
reached a new level of development.

From February 24, 2022, a special legal regime
- martial law - was introduced in Ukraine due to
the full-scale invasion of Russia into our territory.
After all, according to the Law of Ukraine “On the
Legal Regime of Martial Law”, such a regime is
introduced in the event of armed aggression or
threat of attack, danger to the state independence
of Ukraine, its territorial integrity [2]. It is clear
that this whole situation affects the information
sphere, which in the 21st century is the driving
force of the development of a democratic society.
Social networks and websites in the conditions of
hybrid warfare have turned into a kind of emotional
battlefield. After all, this is another front on which
the struggle is taking place.

Taking into account the constant development
of the latest technologies, it becomes impossible
to have a single system of human protection
against threats related to the illegal distribution,
use or deletion of information. The perception of
information changes radically every year, which is
why there are many cases of specific offenses that
are not regulated by law, consisting in the improper
use of information and telecommunication tools to
affect the psychological safety of an individual.
This is often used by journalists, who, in fact, hold
weapons in their hands that are not always used as
intended. Information and psychological warfare is
a protracted, prolonged process of influencing the
subconscious and conscious level of communicative
thinking of a person, person and citizen, which has
such a long-lasting effect on the human psyche
that the genetic code will not get rid of it for a long
time [3, p. 344]. Indeed, compared to an armed
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conflict, an information war can last a very long
time, because it is difficult to end it suddenly - the
opinion of the people will remain the same as it was
at the beginning of this war, and in order to change
it, it will take time and decisive action on the part
of public authorities.

If wetalkin more detail about such a phenomenon
as information weapons, it is worth starting with
the fact that the purpose of using any weapon is to
defeat the enemy, that s, to destroy his physical and
moral forces. Information weapons, on the other
hand, have an offensive character, because they
immediately affect information security. Effective
protection measures in this case are methods of
neutralizing its influence. Itis also worth considering
that this type of weapon has its own characteristics,
namely: stealth - it is used imperceptibly, suddenly,
without an official declaration of war; scalability -
there are no limitations in space and time in its
use; comprehensiveness - affects not only the
military, but also civilians. The very concept of
“information weapon” is defined by many scientists
as a set of means, ways and methods of influencing
the information infrastructure of a certain territory,
as well as the human psyche, which changes the
perception of certain situations and events around.
The main objects of its direction are information
resources, mass media, computer programs, the
communication system and the emotional state
of a person. Accordingly, according to the objects
of influence, information weapons are divided into
classes:

1) information-technical - a weapon affecting
civil, state and military information infrastructure;

2) informational and psychological - a weapon
that affects the moral and psychological state of an
individual, a group of people and society in general
[4].

It is clear that the first type is used to weaken
cyber security, which protects publicly important
system data. At the same time, the second type is
aimed at misinforming people by spreading fakes,
viruses and creating illegal sources of information.
Social networks are an important factor in this, since
Ukrainian legislation does not provide sufficiently
clear legal regulation of relations that arise as a
result of their use. In addition, the definition of
the concept of “social networks” has not yet been
fixed in any legal act. Given that the information
society has been formed for a long time, in our
opinion, such serious gaps in the legislation are
unacceptable. Especially in times of war, when
the state of protection of the vital interests of the
individual, society and the state in the information
sphere from internal and external threats is
extremely important. That is why the scientific
community pays so much attention to social
networks - issues of media literacy and information
security to protect against disinformation and other
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ways of manipulating public opinion, as well as
issues of general digital literacy in the framework
of the protection and protection of personal data
and other private information.

Taking into account all aspects of the use of
information weapons, it is necessary to understand
that this concept is often equated with the
phenomenon of using information as a weapon.
However, information as a weapon has a less
negative and dangerous character, since its initial
purpose is not always aimed at destroying the
enemy, while information weapons are designed to
immediately strike the enemy.

An important factor for the growth of the state’s
intellectual potential is access to information, which
can be limited to protect the interests of national
security, especially during the period of martial
law. That is why the main provisions regarding
the distribution of certain information are fixed in
national legislation and in some international legal
acts. As you know, in Ukraine there is a presumption
of openness of information: public information is
open, except for cases established by law [5]. This
means that all information that is in the possession
of subjects of power is open, but in certain cases
defined by law, access to information can be limited
by including it in public information with limited
access. At the same time, it is worth noting that
the Law of Ukraine “On the Legal Regime of Martial
Law” does not provide for the establishment of a
ban or restriction on the fulfillment of the duties of
administrators regarding the publication of public
information. Therefore, even under martial law,
civil servants must be guided by the above general
rule. Given the constant attacks on important
information resources and regular disinformation
by enemies, we believe that it is still necessary to
limit access to some public information.

Today, information warfare has become a
common part of our lives. This phenomenon
is characteristic of new format wars - hybrid
wars, where the military factor is only one of
the components of the whole. On the basis of
unreliable or incomplete information, decisions can
be made that will threaten the national security of
the country. Information security is the protection
of the information environment of society as a
whole and, at the same time, of specific data,
when confidentiality, availability and integrity
of information are guaranteed. This definition is
often confused with the concept of “information
security”. However, it is worth understanding
that information security covers both information
security and the security of information technical
systems, that is, it is a set of tools that protect
all information from improper use. It applies to all
aspects of the protection of data or information
regardless of the form in which it is. In other words,
information security is a state of protection of the
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vital interests of the individual, society and the
state in the information sphere from internal and
external threats [1, p. 67]. It follows from this that
national security directly depends, in particular,
on information security, since certain information
issues that may threaten the security of citizens
require coordinated actions only within the circle
of the political leadership of the state. In addition,
some information is transnational in nature, that
is, it needs the approval of the entire international
community for the safety of all mankind.

Problems also arise with understanding the
concept of “hybrid war”, which appeared in the
Ukrainian media space with the beginning of
martial law. According to M. Kondratyuk, the
main field for a hybrid war was both a large-
scale military invasion of the territory of Ukraine
and the spread of informational lies and various
“throwaways” through mass media and social
networks [6, p. 102]. I. Shaigorodsky claims
that hybrid war is the use of all types of combat,
including regular tactics, terrorist acts, violence
and criminal disorder. He also defines the main
elements of a hybrid war, namely: simultaneity,
suddenness, complexity and criminality of actions
[7, p. 70]. Therefore, there is no unanimity
among scientists regarding the definition of the
prerequisites of a hybrid war.

The use of information as a weapon in current
conditions has its own characteristics. One of these
can be called the latency of the use of information
and psychological weapons, when the object
perceives the fake as real and cannot resist it. That
is why it is the duty of every citizen in modern
realities to check all sources of information and to
control its consumption. World globalization has
significantly influenced the information policy of
democratic states, which is now moving towards
the protection and protection of the informational
rights and freedoms of a person. At the same time,
some countries take into account the possibility
of hacker attacks on communication networks,
official websites or electronic state registers, which
could lead to the deployment of a hybrid war. For
example, over the past 15 years, US spending
on the development and purchase of information
countermeasures has quadrupled and now ranks
first among spending on all military programs.
Unfortunately, Ukraine does not have an effective
national information policy that would ensure
protection in cyberspace. In order to reduce and
neutralize the negative impact of informational
challenges and threats on public consciousness
(both Ukrainian and other peoples of the world)
within the framework of a hybrid war, an extremely
important and urgent task is the rallying of all
citizens around a single idea [8, p. 173]. In other
words, in the information field of each state there
should be national unity regarding the further
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development of the environment. This can be
done with the help of creating independent mass
media, as well as revising and supplementing the
legislation in the field of regulating the activities of
mass media, bloggers, maintaining a page in social
networks, etc. Strengthening state control over
the information space will be one of the effective
methods of countering information and hybrid
warfare.

Conclusion. One of the urgent problems of
today is the use of information as a weapon of
mass destruction. Ukraine, as a democratic, social
and legal state, is in the conditions of a hybrid war,
because we suffer from the attacks of Russia, as a
terrorist country. Information is currently a rather
dangerous phenomenon, because it is the basis
for inciting internal contradictions when there is a
conflict between the authorities and the population.
This negatively affects trust in official sources of
information. That is why, in the conditions of a direct
military conflict, information is a strategic tool for
victory. In the conditions of modernization, there
are two types of information weapons, depending
on the object of influence: information-technical
and information-psychological. Since the psycho-
emotional state of many Ukrainians is unstable
due to the difficult situation of our country, it is
very easy to influence them through the Internet.
Accordingly, a high-quality state information policy
will contribute to the protection of the information
security of the entire state. Ensuring the right
to access to information means the democratic
development of the political system, since citizens
are the main subjects of the constitutional system.
The constitutional rights and freedoms of a person
and a citizen, provided for by the Basic Law of
Ukraine, including informational rights, may be
limited during the period of the legal regime of
martial law. During military operations, the state
authorities are objectively unable to respond to
all cyber threats, but must create an effective
mechanism that would ensure state information
security and prevent people from feeling
encroachment on their rights and freedoms. Many
informational legal relations in Ukraine, which
arise in connection with the use of information as
a weapon, have not yet been settled and require
legislative regulation. The concept of “informational
weapons” needs legal consolidation first. It is also
important to create a system to counteract the
manipulation of the population, which arises as a
result of information oversaturation and can have
negative consequences for the preservation of the
national idea.
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