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PUBLIC-PRIVATE PARTNERSHIP IN THE FIELD OF CYBERSECURITY

Sieriebriak S.V. Public-private partnership
in the field of cybersecurity.

The article provides a comprehensive analysis of
the legal framework for public-private partnership
relations in Ukraine. The author considers the
main conceptual approaches to understanding
the concept of “public-private partnership”,
which allows clarifying its legal nature as a form
of cooperation between public authorities and
private entities to solve socially important tasks.
Particular attention is paid to the historical and
legal grounds for the emergence of public-private
partnership, which is the result of a long process
of evolution of relations between the State and
private entities in the context of jointly addressing
key socio-economic issues.

The author identifies a number of problematic

aspects which complicate the effective
implementation of public-private partnership
mechanisms in economic relations in Ukraine.

In particular, these include imperfections in the
legal framework, insufficient transparency of
the procedures for concluding public-private
partnership agreements, limited financial
resources and low level of trust between public
authorities and private partners. The article
proposes ways to improve domestic legislation,
in particular, to clarify the procedural support for
the implementation of public-private partnership
projects, increase transparency, and introduce
clear mechanisms for monitoring the fulfillment
of the terms of such agreements. The author
analyzes in detail the peculiarities of legal
regulation of public-private partnership in the
field of cybersecurity in Ukraine. It is shown that
domestic practice is still at the stage of formation,
which requires the introduction of a systematic
approach to the development and implementation
of relevant projects. The relevance of this area in
the context of ensuring Ukraine’s cybersecurity
and integration into the European and international
cyber defense system is determined.

Specific recommendations for improving
current legislation are proposed, in particular,
to strengthen legal guarantees for partnership
participants, develop mechanisms to encourage
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the private sector to participate in public-private
partnership projects in the field of cybersecurity,
and implement best practices in cyber risk
management.

Thus, the article not only summarizes the
current state of development of public-private
partnerships in Ukraine, but also identifies
priorities for its improvement, especially in the
field of cybersecurity, which is a key component of
national security in the face of current challenges.

Key words: public-private partnership,
legal support, economic relations, digitalization,
information and communication technologies,
cyber defense.

Cepebpsik C.B. [lep>xaBHO-npuBaTHe napT-
HepcTBO Yy cepi 3abe3sneueHHn Kibepb6esnekun.

Y cTaTTi 34iMCHEHO KOMMIEKCHUIA aHanis npa-
BOBOro 3abesnevyeHHs BiAHOCUH Yy cdepi aepxas-
HO-MPUBATHOro NapTHepCTBa B YKpaiHi. Po3rnsaHy-
TO OCHOBHi KOHUeNTyaNbHi NigXoAn A0 PO3YMiHHS
MOHATTS  «AEepXXaBHO-NMpMBATHE MapTHEPCTBO»,
O A03BONSIE YTOYHUTWM MOro nNpaBoOBY Npupoay
K GopMu cniBnpaui Aep)XaBHUX OpraHiB Ta npu-
BaTHUX Cy6’eKTiB ANS BUPILWWEHHS CYCMiSIbHO BaX-
nvmBux 3aBaaHb. OcobnmBy yBary npuaineHo icro-
pUKO-NpaBOBMM MiACTaBaM BUHUKHEHHS AepXXaB-
HO-MPMBAaTHOrO MapTHepCTBa, sKe € pe3y/bTaToM
TpMBaNoOro npouecy esontuii BIiAHOCUH MiX Aep-
XKaBoO Ta MPUBATHUMU CTPYKTYpamMu B KOHTEKCTI
CMiSIbHOrO BUPILWIEHHSA KJIIOYOBUX COLiasbHO-eKo-
HOMiYHMX Npobnem.

BuaineHo Husky npobneMHUX acnekTiB, WO
YCKIagHIOTb edeKkTMBHE BMNpPOBaAXEHHS Mexa-
Hi3MIiB Aep>XaBHO-NPUBATHOrO NapTHeEpCTBa y roc-
noaapcbKi BiAHOCUMHW B YKpaiHi: HeAOCKOHanicTb
HOpPMATUBHO-NpPaBoBOi 6a3u, HeJoCTaTHIN piBEHb
Npo30pocCTi Npoueayp YKJIaAeHHS A0roBoOpiB Aep-
XX@BHO-MPMBATHOro napTHepcTBa, Ob6MeXeHicTb
(diHAHCOBMX pecypciB Ta HU3bKUIN piBEHb AO0BipwU
MK Aep>XXaBHMMW opraHaMu i NpuBaTHUMM NapTHe-
pamu.

JeTanbHO npoaHanizoBaHo 0cob6NBOCTI NpaBo-
BOro perysiloBaHHSA Aep>XaBHO-NMPMBATHOrO napT-
HepcTBa y cdhepi Kibepbesnekun B YkpaiHi. lNokasa-
HO, WO BiTYM3HSIHA MPaKTMKa NOKM WO nepebyBae
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Ha eTani CTaHOB/EeHHs, wWwo noTtpebye 3anposa-
J)XKEHHS CMCTEMHOro nigxoay Ao po3pobku Ta pea-
nisauii BiaANoBigHNX NPOEKTIB. BU3HAa4YeHO aKTyasb-
HICTb AAHOro HanpsiMy B KOHTEKCTi 3abe3neyeHHs
Kibepbe3nekun YKkpaiHuM Ta iHTerpauii 4o eBponen-
CbKOIi Ta Mi>)XHapoAHOI cUCTeMM Kibep3axucry.

3anponoHOBAHO KOHKpeTHi pekoMmeHAaauii ans
YAOCKOHaNeHHS YMHHOIo 3aKOHOA4aBCTBa, 30KpeMa
CTOCOBHO MOCUIEHHS MPaBOBMX rapaHTili ydacHuU-
KiB mapTHepcTBa, po3pobkM MexaHi3MiB CTUMYNIO-
BaHHS MPMBATHOrO CEKTOopa A0 y4yacTi B MpPOEKTax
AEepXaBHO-NMpUBATHOro napTHepcTBa Yy cdepi Ki-
6epbe3nekn Ta BNpPOBaAXXEHHS nMepefoBMX Mpak-
TUK ynpasJiiHHSA Kibeppusnkamu.

TaknM 4YMHOM, CTaTTs He Jnwe y3sarasbHIE
MOTOYHWUWA CTaH PO3BUTKY AEpPXaBHO-MPUBATHOMO
napTtHepcTBa B YKpaiHi, a 1 BM3Ha4yaEe npiopurte-
TM ANS MOro BAOCKOHaNeHHs, ocobnuBo y cdepi
Kibepbe3neku, sika € KJIOYOBOK CKIAAOBOK Hali-
OHanbHOiI 6e3nekn B yMOBax Cy4YaCHUX BUKIIUKIB.

KniouoBi cnoBa: aepxaBHO-NpuBaTHe napT-
HepcTBO, npaBoBe 3abe3neyeHHsA, rocnoaapcbki
BigHOCMHM, uundpoBizauisa, iHpopMaLiNnHO-KOMYHi-
KauilHi TexHonorii, kibep3axucr.

Problem statement. As in all other countries
oriented to a democratic model of development,
only a part of the national critical information
infrastructure in Ukraine is under direct control of
the state (in terms of ownership and administrative
and legal influence). A significant segment of it
- in the energy, chemical, transportation, ICT,
banking, utilities, etc. sectors - is privately owned
and otherwise controlled. At the same time, both
Ukrainian and international experience shows
that:

1) non-state cybersecurity facilities are usually
the most vulnerable to cyberattacks;

2) full protection of such facilities requires
joint efforts of the private and public sectors and
systematic interaction between them;

3) broad public-private partnerships in the
field of cybersecurity, not limited to national
critical information infrastructure, are mutually
beneficial and contribute to the optimization of
sectoral state policy and strengthening of national
security (subject to adequate institutional and
legal regulation, of course).

The aim of the study. The purpose of this
article is to define the basic principles of legal
regulation of public-private partnership in the
field of cybersecurity, and to propose proposals
for developing effective mechanisms of legal
regulation.

State of the art of the issue. The challenges
of our time, such as international aggression,
terrorism and the spread of economic crises, make
it clear that ensuring national security is a matter
not only for the state, but also for every citizen.

EnneKTpoHHe HayKoBe BUAAHHS «AHaJliTUMHO-NOPIBHSAJIbHE NPaBO3HaBCTBO»

Joint problem-solving with the private sector in the
field of security and defense of Ukraine, attraction
of private investments in the implementation of
state projects, attraction of private innovations,
improvement of the scientific and technical base
of the public sector, fulfililment of state defense
orders by non-governmental organizations - all
this gave impetus to the development and scientific
substantiation of public-private partnership in the
defense industry of Ukraine.

Certain aspects of public-private partnership
both in general and in the security sector of Ukraine
have been the subject of scientific research in
the works of Markieieva 0.D., Rozvadovsky B.L.,
Mashchenko M.A., Simak S.V., Petrova I.P,
Sirant M.M., Kruglov V.V. and others. However,
there is still no effective mechanism for ensuring
cooperation between the state and the private
sector at both the international and national
levels, although certain steps are being taken.

Summary of the main material. The critical
need to expand public-private partnerships in the
field of cybersecurity in today’s globalized society
is explained by a set of objective factors. Experts
identify several primary reasons for strengthening
cooperation between government agencies and
the private sector:

1) the deepening privatization process in
various segments of critical infrastructure, which
is observed both in Ukraine and internationally,
leads to a situation where state institutions are
unable to provide comprehensive protection of key
information assets on their own;

2) intensive accumulation and dissemination of
electronic data that are of strategic importance for
the smooth operation of both private companies
and government agencies;

3) the growing dependence of national and
international infrastructures on information and
telecommunication networks, which are highly
vulnerable to cyber threats;

4)increased interconnectedness and integration
of computer systems, which creates risks of chain
reactions: damage to one network may adversely
affect the functioning of other infrastructure
elements;

5) limited financial and technical resources of
small and medium-sized enterprises, which cannot
provide an adequate level of cyber protection
on their own and therefore need support either
from government agencies or large corporations
capable of providing appropriate information
resources protection services.

Thus, building a partnership between the state
and the private sector in the field of cybersecurity
is becoming not just a desirable but an extremely
necessary step to reduce cyber risks and ensure
the resilience of information infrastructure at the
national and global levels.
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That is why various forms of public-private
partnerships in the field of cybersecurity are now
considered one of the main tools for building
effective cybersecurity systems and are widely
used in international practice. Ideally, this allows
them to be combined in the formation of a national
cybersecurity system.

The historical trend towards greater participation
of the private sector in the life of the state emerged
in the late 70s of the twentieth century in Western
countries, which was associated with the global
economic crisis of that time [1].

Neoliberal theory suggests that one of the
effective methods of overcoming the existing
crisis is to radically reduce bureaucracy and
transfer certain state powers to private actors,
or at least to introduce models of partnerships
between the public and private sectors. The
first public-private partnership projects were
mainly aimed at developing urban infrastructure,
implementing environmental programs, as well
as healthcare and education. Later, with the
expansion of the range of industries to which the
public-private partnership mechanism is applied,
some researchers began to point out that the
essence of this concept may be blurred. Public-
private partnership is increasingly being used as a
universal term to refer to a variety of new or little-
known forms of interaction between the state and
private entities, which, according to some experts,
leads to the loss of a clear meaningful meaning of
this legal institution [2].

Currently, in Ukraine, as well as in the EU
member states, public-private partnership is the
highest form of interaction (cooperation) between
the state and society, characterized by the
attraction and exchange of resources provided by
the non-governmental sector in order to increase
innovation and efficiency in the public sector, as
well as the development of certain areas.

Turning to the issue of models of public-
private partnership in the security sector of
Ukraine, it should be noted that public-private
partnership in the security and defense sector of
Ukraine is not provided for at the legislative level.
According to the Law of Ukraine “On Public-Private
Partnerships”, public-private partnerships can be
implemented in the following areas of the most
important public life: production, transportation
and supply of natural gas; construction and/
or operation of roads, railways, bridges, ports;
healthcare; mechanical engineering; water
collection, treatment and distribution; tourism,
recreation, recreation, culture and sports and
others (Article 4) [3].

That is, only in areas that promote the public
interest. Considering the provisions of Part 2 of the
said Article, which indicates that by the decision
of the state partner, public-private partnerships
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may be implemented in other areas of activity,
except for those that are allowed to be carried out
exclusively by state-owned enterprises [4], public-
private partnerships can also function effectively
in other areas that fall within the category of
“public interest”. An analysis of the legal doctrine
[5, p. 107-108; 6, p. 63-64], current legislation
of Ukraine, and the practice of the Supreme Court
makes it possible to specify that:

1) the public interest is a certain set of private
interests recognized by the State or its authorized
administrative-territorial unit;

2) the public interest includes the interest of
social communities, groups and society;

3) the category of “public interest” includes
the state interest, the interest of adjacent
territorial communities, the interest of a territorial
community and public interests;

4) the subject of public interest is the good that
is necessary for the full functioning of society.

The Law of Ukraine “On the Basic Principles
of Ensuring Cybersecurity of Ukraine” not only
enshrinespublic-privateinteractionandcooperation
with civil society in the field of cybersecurity as
one of the principles of cybersecurity in Ukraine,
but also provides a list of ways to ensure public-
private interaction: a) involvement of volunteer
organizations; b) exchange of information
between government agencies and the private
sector; c) involvement of the private sector in
the development of regulations; d) public control,
etc. Similar provisions are enshrined in the Law of
Ukraine “On Critical Infrastructure” [8].

The foregoing gives grounds to conclude that
a) state security is a benefit that is necessary
for the proper functioning of society and each
individual; 2) the sphere of security and defense
of the state contributes to the public interest,
which necessitates proper interaction between the
private and public sectors and the implementation
of public-private partnerships; 3) the security
sphere, within which public-private partnerships
are implemented, is a rather broad concept, and
includes cybersecurity, public safety, protection of
critical infrastructure etc.

An important feature of public-private
partnership in the security sector of Ukraine is the
types (models) of its implementation. In general,
the world practice includes many classifications of
public-private partnership models. For example,
in the United States of America, a set of public-
private partnership models is quite common,
which are divided, depending on the purpose of
functioning, into: 1) partnerships that implement
priority projectsin the field of infrastructure (tender
procedure); 2) partnerships that provide expertise
to a private partner (for the implementation
of large programs); 3) partnerships aimed at
attracting new technologies; 4) partnerships aimed
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at attracting financial resources; 5) partnerships
aimed at managing public-private partnerships
[9].

The introduction of public-private partnership
mechanisms in the field of state security, an area
in which the state has traditionally maintained
its monopoly role, is particularly controversial.
However, such a monopoly has never been absolute:
at different stages of historical development,
precedents of specific forms of public-private
cooperation in the field of national security can
be traced. This phenomenon was especially
noticeable in the context of naval operations, when
privateers were granted “privateer certificates” to
conduct combat operations under the state flag.
The modern analog of this practice is reflected in
the activities of private military companies, which
today occupy an increasingly significant niche in
the security system, including the performance
of various security and military tasks in conflict
zones.

From a theoretical point of view, one of the
most difficult issues arising from the expansion
of public-private partnerships is the definition of
criteria that allow for a clear distinction between a
“true” public-private partnership and other forms
of cooperation between the state and the private
sector. The concept of public-private partnerships
is based on two key principles that define the
necessary conditions for its creation: neither party
to the partnership can achieve a certain goal on its
own without the participation of the other party;
the partnership is based on a financial agreement
that makes cooperation mutually beneficial for
both parties.

These conditions provide the structural basis
for public-private partnerships as a form of
integration of resources and competencies of
the state and the private sector to solve socially
important problems. Stephen Linder characterizes
it as follows: “the purpose of public-private
partnerships is to exploit synergies in the joint
innovative use of resources and application of
management knowledge to optimally achieve the
goals of all parties involved, if these goals could
not be achieved without the involvement of these
parties” [10].

In addition, he rightly notes that in the
framework of public-private partnerships, both
parties must change the nature of their thinking
to ensure the success of the partnership - public-
private partnership entities are forced to think
and act like their partners, i.e., public participants
must think and act like entrepreneurs, including
how business must consider the public interest,
and expect to be more accountable to the public
[11].

At the same time, the cybersecurity sphere
has certain unique problems that are still poorly
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understood and do not have universal “recipes”
for solutions (moreover, they may not exist at
all). The American researcher M. Carr draws
attention [12] to the fact that even in the United
States, where public-private partnerships have
been defined as the cornerstone of the national
cybersecurity system for almost 15 years, the
parties have not been able to determine the
parameters, nature and scope of such cooperation
(moreover, the US Government Accountability
Office report “Report on Critical Infrastructure
Protection: Current Cyber Sector Specific Planning
Approach Needs Reassessment” (2009) revealed
a significant number of problems in the efforts
of the US government to create a public-private
partnership in the field of cybersecurity).

The effectiveness of public-private partnerships
in the field of cybersecurity is largely related to
how cybersecurity is defined in general and to
what extent state cybersecurity and individual
cybersecurity are correlated. In many cases, the
rule “what is good for the security of the state is
good for the security of the individual” does not
work, and this is especially true in cybersecurity
issues. In addition, there is almost always a lack
of coordination in these relationships, which
affects the very nature of PPPs. In this regard,
Larry Clinton [13] aptly notes that “a partnership
between citizens, or business, or government, can
be much more complicated than expected. Lack
of coordination about the roles of the partners,
their responsibilities and expectations can
lead to problems, even if the partners seem to
have common goals. Communicating potential
differences can also be problematic, even if the
partners are sincere in their desire to succeed.”
Therefore, in his opinion, for effective public-
private partnerships, the rational and meaningful
management of these relationships may be
even more important than the nature of these
relationships (or their coverage of the entire set of
cybersecurity areas).

An important component of strengthening
the state’s cybersecurity capabilities is the
establishment of a constructive dialogue in
the format of public-private partnership. The
international experience gained convincingly
proves that it is impossible to build effective and
reliable cyber defense without comprehensive
interaction between the state and the private
sector. Public-private partnerships involve a form
of cooperation that achieves goals and objectives
that will contribute to national security, economic
development and the construction of a secure
cyber environment for all citizens. In other
words, the public-private partnership model can
be described as a dynamic interaction between
public and private institutions that jointly perform
functions to ensure security in cyberspace.
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The experience of the United States in this
area is interesting. A positive example of modern
models of parity interaction between the public
and private sectors in the field of cybersecurity is
the creation of an automated cyber threat tracking
program based on the US Department of Homeland
Security, which allows for automated information
exchange between the public and private sectors.
Similar examples exist in European countries
(the UK, the Netherlands). Also, in the United
States, a non-profit research center “TechAmerica
Foundation” was created to provide forecast
support for the activities of government agencies
and the private sector in the field of cybersecurity,
which brings together specialists and experts
from 1200 companies to determine the estimated
annual funding for cyber defense, with the focus
of activities constantly providing for a significant
increase in spending based on potential and real
cyber threats.

Also in the United States, a non-profit
organization successfully operates as a private
institute “"SANS” (SysAdmin, Audit, Network and
Security) [14], which is engaged in research,
training and certification in the field of computer
security. Today, SANS is one of the largest
certification centers in this field, where, in addition
to traditional training, experimental activities are
carried out. In order to increase the audience of
students, various formats are used - online training,
scientific and practical events, conferences, etc.
Every year, 12 thousand people around the world
take a course at SANS. From time to time, this
institution organizes competitions between its
instructors and searches for new trainers.

Ukraine demonstrates positive experience
in public-private partnerships in cybersecurity.
Both the non-governmental sector in Ukraine and
government agencies demonstrate significant
potential for the formation of a full-fledged
public-private partnership platform in the field of
cybersecurity on a national scale. For example, itis
on the basis of public-private partnership that work
is underway to create a powerful cybersecurity
center in Ukraine on the basis of the State Concern
“Ukroboronprom”. In addition to representatives
of the National Security and Defense Council, the
Ministry of Defense, the Security Service of Ukraine,
the State Service for Special Communications and
Information Protection of Ukraine, the Cyber Police
Department, NATO experts, consultants from the
Turkish state-owned company HAVELSAN and
specialists from NTUU “KPI”, the project involves
the non-profit organization “Ukrainian Academy
of Cybersecurity” [15] and the Ukrainian team
of “white” hackers DCUA (one of the strongest in
the world) [16] . The Cyber Guard project of the
state concern Ukroboronprom was implemented
in partnership with private companies to protect
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private and public institutions of Ukraine from
cyberattacks [17].

Conclusions. Thus, based on the
generalization of the achievements of foreign
experience of public-private partnership in the
field of cybersecurity, the following components
can be distinguished: its main goal is to build a
constructive dialogue and fruitful cooperation,
real trust between the private sector and public
institutions; encouraging cooperation between
public and private organizations in the early
stages of the research and innovation process.
Public-private investments are actively channeled
into research programs to develop tools and
prototypes to strengthen cyber defense and its
components. Promising joint activities in the
field of cybersecurity include: engaging startups
and scientists to conduct computer and technical
expertise; developing and implementing modern
software to detect and prevent cyber threats at
early stages; continuous monitoring of cyberspace;
training of industry specialists, development and
promotion of online educational platforms, etc.
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